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While working at home or in a remote location, I agree to the following:

General Understanding
· Privacy, information security, and breach notification policies of [Organization] as they apply to the workforce are in force regardless of my work setting
· I am responsible for my own Internet connection 
· I am accountable for all activity executed under my user ID
· I will physically secure my mobile devices, minimizing the likelihood of loss or theft of those devices
· If asked, I will provide the names of the security products I am using at home on my personally-owned devices to ensure they meet the security requirements outlined in this agreement and [Organization] policies
· I will immediately report breaches, security incidents, or suspected incidents to the Information Security Officer at _____, especially if there is a compromise, loss, or theft of confidential information or if malicious code (such as viruses, Trojan horses, etc.) are accidentally uploaded

Protecting Confidential Information
Confidential information must be protected in accordance with applicable laws and regulations. All [Organization] confidential information created or downloaded will be protected in a manner consistent with its value, sensitivity, and criticality.
· I will implement encryption for any confidential information stored on:
· My computer workstation or laptop;
· My tablet or smartphone; and 
· Portable media (USB flash drives, CDs, memory cards, etc.)
· Whenever possible, confidential information will be stored remotely on [Organization] fileservers or virtual desktop machines rather than the internal storage of a workstation or mobile device
· I will protect confidential information from unauthorized access by family, friends, or others
· If I save or print confidential information to portable media devices (such as USB flash disks, hard drives, CDs, digital media cards, etc.), I will not leave the media unattended; it must remain in my possession at all times or will be stored in a locked drawer or cabinet
· I will not email any confidential information unless using email encryption 
· I understand that my obligations to maintain confidentiality continues after my employment or association with [Organization] ends

Physical Safeguards at Home
· Where possible, I will maintain a separate, private work area 
· I will use a paper shredder for destroying printed confidential information
· If using a wireless router at home, I will use a secure wireless transmission protocol and/or encryption and ensure the vendor’s default password on my router was changed 
· I will log off when finished with my remote connection and will not leave my computer unattended while connected remotely to any of [Organization]’s information resources
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